SIEMENS

JlneT Tex. paHHbIX 6GK5826-2AB00-2AB2

SCALANCE M826-2 SHDSL router; for the IP communication via 2-wire and 4-wire
cables from Ethernet-based Programmable controllers; SHDSL topology: Point-to-
point, bonding, line bridge mode; Routing mode with VPN, Firewall, NAT; 4-port
switch; 1x digital input, 1x digital output .

CKOpOCTb nepeaaym

CKOpPOCTb Nepefayn 10 Mbit/s, 100 Mbit/s

CKOpOCTb nepefayu
e npu nepegayve SHDSL / makc. 15,3 Mbit/s

MHTepcenchbl

YMCIIO ANEKTPUYECKUNX COeaNHEHUI
® 1Nl BHYTPEHHEN ceTn 4
® [Ms1 BHELLUHEN ceTn 2

UMCIIO ANEKTPUYECKUX COEANHEHNI

® [Nsi ICTOYHUKA NUTaHUS 2
MCMOSHEHWE 3NEKTPUYECKOrO COeNHEHNS
® [11151 BHYTPEHHE cetn MopT RJ45 (10/100 M6uT/c, BuTas napa, dyHkumus Auto-Crossover)
e 111151 BHELLUHEN cetn KnemmHuk
® [Nsi ICTOYHMKA NUTaHUSA KnemMmHuk

nogkntoyeHue kK WAN
cnocob nogkntodenus k WAN / nogaepxusaetcs / SHDSL Oa

HanpsXeHue nNUTaHuA, ﬂOTpesﬂﬂeMblﬁ TOK, MOLWWHOCTb NOoTepb

HanpshkeHne NUTaHns / HOM. 3HaYeHve 24V
HanpspkeHne NUTaHus / pacyeTHoe 3HadYeHne 10,8 ... 28,8
TUMN HaNPSPKEHUS / HanpshkeHWs NuTaHus NocT. TOK

notpebnsemMbii TOK
® Mpu NOCTOAHHOM TOKe / Mpy 24 B / TUNnYHbIA 0,29 A

OKpyXawlLiue ycnosus

oKpy’KatoLLas TemMneparypa

® npu 3KCMyaTaumm -40 ... +70 °C
® Mpy XpaHeHun -40 ... +80 °C
OTHOCWTesNbHas aTMocdepHast BnaxHocTb / npu 25 °C / npu 95 %

aKcnnyaTauum / Makc.
cTeneHb 3awuTsl IP IP20
KOHCTPYKLMSA, pa3mepbl U macca

KOHCTPYKLMS KomnakTHasi KOHCTpyKLMS
rnybuxa 127 mm
BbicOTa 147 mm
wmpuHa 35 mm
mMacca HeTTo 393 ¢
BUA KpenmneHuin

e 35 MM, MoHTax Ha DIN-peiky Ma

® MOHTaX Ha npodunbHoN WwuHe ans S7-300 Ha

® MOHTaX Ha npocpuneHon WwWnHe ana S7-1500 [a

© HAaCTEHHbIN MOHTaX Oa
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XapaKTepuCTUKM, PYHKLUM, KOMMOHEHTbI nagenus / obwuin

DyHKUMA n3genvs
e knveHT DynDNS

® KIMEHT no-ip.com

[a
Oa

hyHKUMM n3genus | ynpasneHue, KOHUrypmposaHue, NpoeKTUpoBaHUe

DYHKUMS n3genus

o CLI

e BeG-ynpaBneHve

e nogaepxka MIB

o TRAPS M0 3neKkTpoHHO noyte
npoToKon / noaaepxusaeTcs

e Telnet

o HTTP

e HTTPS
cnocob NpoekTMpoBaHus

Ha
[a
Ha
Oa

Oa
Oa
Oa

Be6-MeHepKMEHT

yHKLUMKN n3genus / aMarHocTmka
npoToKon / noaaepxuBaeTcs
o SNMP v1
e SNMP v2
e SNMP v2c
o SNMP v3
YHKUMS M3aenus
® CTaTWCTUKa pasmMepoB NaKkeToB
® CTaTWCTUKa TUMOB NakeToB
® CTaTMCTUKa OLLIMBOK
e SysLog
® XypHan unbTpaLmm nakeTos
dyHkuumn nspnenus / DHCP

Oa
Oa
[a
Oa

Het
Het
Het
Oa
[a

YHKUMS M3aenus
e knneHT DHCP
e cepep DHCP - BHyTpeHHss ceTb

Oa
Oa

dyHKLUMKN n3penus | MapLipyTU3aums
yHKUMS MapLupyTusaTopa
o NAT (IP Masquerading)
® nepeajgpecauus NopTos
o NAT-Traversal
e 1:1 NAT
e BychepHas namate DNS

Oa
Ha
Oa
Oa
Oa

cyHKUUKN nspenus / 6esonacHocTb
npurogHoCTb k npumeHennto / Virtual Private Network
ncnonHeHve bpaHamayapa
yHKUMS n3genvs
e 3alMTa naponem
e punbTp NakeToB

® OrpaHVM4UTENb LUMPOKOBELLAaTENbHO/ MHOroaapecHon/
ofiHoaApecHoI nepeaayn

DyHKUMS n3genvs
e GIIOKMPOBKA LLUMPOKOBELLLATENBHOW Nepeaayun
e npu coeguHeHun VPN

Oa

MHcnekums nakeToB ¢ XpaHEHNEM COCTOSIHUS

Oa
Oa
Het

Het
IPsec, OpenVPN (B ka4ecTBe knuneHTa)

YNUCNO BO3MOXHbIX COeAnHEHUI / npu coeanHeHnn VPN 20
BWZ KOHTPOSSi NOASIMHHOCTU / B BUPTYyarbHOW YacTHOM ceTn / Oa
PSK
npoTokon / nogaepxveBaeTcs
e TyHHenb IPsec 1 pexum nepegayn Ha
AnuHa kopa
e 1/ npu IPsec AES / B BUpTyanbHOW 4acTHON ceTn 128 bit
e 2/ npu IPsec AES / B BUpTyarnbHO YacTHON ceTn 192 bit
e 3/ npu IPsec AES / B BUpTyanbHO 4acTHON ceTn 256 bit
e npu IPsec 3DES / B BUpTyanbHoM YacTHOW ceTu 168 bit
BuA npotokona Internet Key Exchange / B BupTyanbsHom
YacTHoW ceTn
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e pexxum Main Mode
® ObICTPbIV PeXUM

cnocob KOHTPOIS NOANMHHOCTM NakeTa / B BUPTYyaribHOM
YacTHoW ceTn

npocounb IETF / B BUpTYanbHoM YacTHow ceTn / ceptudmkat
X.509v3

hyHKUMM nsgenus | Bpems

Oa
Oa
MD5, SHA-1, SHA-256, SHA-384, SHA-512

Oa

npoTOKON / NoAAepxvBaeTcs
o NTP
e SNTP

HOPMBI, cneundmkaummn, 4oNyCcKu
cTaHpapT
® 1111 B3PbIBOOMACHON 30HbI
cepTudrKaT COOTBETCTBUSA
e mapkuposka CE
e fonyck CCC

® MNPYMEHEHNE Ha XEeNEe3HOA0POXHOM TPaHCNopTe
cornacHo EN 50121-3-2

® MPYIMEHEHNE Ha XENEe3HOA0POXHOM TpaHCrNopTe
cornacHo EN 50121-4

® MNPYMEHEHNE Ha XEeNEe3HOA0POXHOM TPaHCMNopTe
cornacHo EN 50155

® MPVYIMEHEHNE Ha XENEe3HOA0POXHOM TpaHCrNopTe
cornacHo EN 61373

o6LLecTBo knaccudgukalmm cynos
e American Bureau of Shipping Europe Ltd. (ABS)
e Bureau Veritas (BV)
e DNV GL
e Kopewickuii peructp cygoxoactaa (KRS)
e Peructp cynoxoactsa Jinonaa (LRS)
e Nippon Kaiji Kyokai (NK)
e Polski Rejestr Statkow (PRS)
e Royal Institution of Naval Architects (RINA)

EN 60079-15, EN 60079-0, Il 3 G Ex nA IIC T4 Gc, KEMA 07ATEX0145 X

Oa
Oa
Oa

Oa
[la; Bes okpalleHHbIX NeYaTHbIX nnaT

Oa; Cat. 1,cl. Ancl.B

AononHuTenbHaa uHdopmaums | Be6-cCbInkun

VNHTEPHET-CCbINKa
e Ha BeG-caliT: NPOMbILLNEHHAs CBSA3b
e Ha BeG-canT: Industry Mall
e Ha Beb-cawT: Information and Download Center
e k Be6-caliTy: noMoLLb Npu BeiGope NPOBOAOB U LUTEKEPOB
e Ha BeG-canT: 6a3a AaHHbIX N306paxeHuit
® Ha BeO-canT: meHeaxep ckaymBaHus CAx
e Ha Be6-cant: Industry Online Support

http://www.siemens.com/simatic-net
https://mall.industry.siemens.com
http://www.siemens.com/industry/infocenter
http://www.siemens.com/snst
http://automation.siemens.com/bilddb
http://www.siemens.com/cax
https:/support.industry.siemens.com

cBeAeHus o 6esonacHocTn

UHopmaums o GesonacHocTu

KomnaHusi Siemens npegnaraeT NPOAYKLUMIO U PELLEHNS C DYHKLMSMMN
npombILwneHHon 6esonacHocTy Industrial Security, o6ecneynBarowmmmn
HafexHyto 1 6esonacHyto paboTy yCTaHOBOK, CUCTEM, 060pyA0OBaHUS,
ycTponcTB u/unu cetein. OHW NpeacTaBnaoT coOO0M BaXHbIE KOMMOHEHTI

B €VHOW KOHLIENLUMU NPOMBILLNEHHON 6e3onacHocTu. MoaTomy npoayKums
1 pelueHns Siemens NOCTOSHHO COBEpLUEHCTBYOTCSA. KoMmnaHus Siemens
pekomMeHayeT perynsipHo y3HaBaTb 06 06HOBMNeHMsX npoaykumn. Ans
obecneyeHuns: HagexHon 1 6esonacHo paboTbl NPOAYKLMN U PELLIEHWIA
Siemens pekomMeHOyeTCcsi IPUHUMATL COOTBETCTBYIOLLUME Mepbl 3aLUUThbI
(Hanpumep, KOHLENLUS CErMEHTHON 3aLLUUThI) U MHTErpUPOBaTh KaXAablii
KOMMOHEHT B €AVHYI0 KOHLIeNLMIo MPOMbILLIIeHHO 6e3onacHocTy,
COOTBETCTBYIOLLYIO MOCHEAHEMY YPOBHIO Pa3BUTUSI TEXHUKU. [pu aTOM
criepyeT obpallaTb BHUMaHWE Ha Ucrnonb3yemoe obopyaoBaHue Apyrux
npoussoauTenei. JononHUTENbHYI0 MHPOPMaLMIO O NPOMbILLEHHOW
6e30MacHOCTM MOXHO MOMYYUTL MO CChINKe
http://www.siemens.com/industrialsecurity. Yto6bl NOCTOSHHO Nony4aTtb
nHopmaLumo 06 06HOBMEHMSAX HALLEN NPOAYKLMW, MOAMMULLNTECH HA PaCChINKY
NS KOHKPETHOro TVNa NPOAYKLUMK. [JONONHUTENbHY0 MHPOPMaLMIO MOXHO
nony4utb no ccbinke http://support.automation.siemens.com. (V3.4)
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