SIEMENS

JlneT Tex. paHHbIX 6GK5876-3AA02-2EA2

SCALANCE M876-3 3G router ROK; for wireless IP communication from Ethernet-
based automation devices via 3G mobile radio optimized for usage in Republic of
Korea, HSPA+, VPN, Firewall, NAT; 4-port switch; Antenna diversity; 1x digital
input, 1x digital output; observe national approvals.

CKOpPOCTb nepepayu

CKOpPOCTb Nepefayn 10 Mbit/s, 100 Mbit/s
CKOpOCTb nepefayu
e npu nepegayve GPRS / npy HUcxoasiem kaHane cBasm / 85,6 kbit/s
Makc.
e npu nepepade GPRS / npu Bocxoasiliem kaHane cBasu / 85,6 kbit/s
Makc.
e npu nepegayve eGPRS / npu HUCxoasiLLem kaHane cBs3n / 236,8 kbit/s
Makc.
e npu nepefade eGPRS / npu Bocxogsilem KaHane cBsaan / 236,8 kbit/s
Makc.
e npu nepegave UMTS / npu HUCxoasiLLem kaHane cBasu / 14,4 Mbit/s
Makc.
e npu nepepade UMTS / npu Bocxoasilem kaHane cBssn / 5,76 Mbit/s
Makc.

UHTepdenchbl

YMCIO BNEKTPUYECKUX COEANHEHNI

® [11151 BHYTPEHHEl cetu 4
e 1151 BHELLHEN ceTn 2
YKCIO SNEKTPUYECKUX COEANHEHNI
® [n1si ICTOYHMKA NUTaHUs 2
VCMOMHEHNE 3NEKTPUYECKOTO COEANHEHNS
® 11151 BHYTPEHHEN ceTn MopT RJ45 (10/100 M6ut/c, BuTasa napa, dyHkumns Auto-Crossover)
® [11151 HApPY>XHbIX aHTEHH AHTeHHoe rHe3fo SMA (50 Owm)
® [N1si ICTOYHMKA NUTaHUs KnemmHuk

nogknio4veHne kK WAN

BuA ceTn GecnpoBoHON CBSA3N / nogaepxvBaeTcs UMTS, GSM

BUA MOBUIbHOM CBA3M / noaaepXuBaeTcst nakeTHas pagmocssasb obLiero nonb3osaHus (GPRS), eGPRS, HSPA+
paboyas yactota / npu nepegave GSM 850 MI'y, 900 MI"u, 1800 MIMu, 1900 MI'y,

pabouast yactota / npu nepegave UMTS 800 My, 850 MI"u, 900 Mru, 1900 My, 2100 MI'y,

HanpshxeHne NUTaHns / HOM. 3HaYeHVe 24V

HanpspkeHne NUTaHus / pacHeTHoe 3HadYeHne 10,8 ... 28,8

TUM HaNPSXKeHWS / HanpsKeHUs NUTaHNA nocT. TOK

notpebnsiemMbii TOK
® MpY NOCTOSIHHOM ToKe / Npu 24 B / TUNnyHbIN 0,33 A
MOLLHOCTb noTepb \[BT]
® Makc. 8 W
OKpyXaloLuue ycnosus

oKpy>KaroLas TeMneparypa

® Npu 3KCnyaTaumm -20 ... +60 °C
® Mpu XpaHeHun -40 ... +85 °C
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OoTHOCUTerNbHas aTMocdepHast BNaxHocTb / npu 25 °C / npu 95 %
aKcnyartaumm / Makc.

cTeneHb 3awwmTbl IP 1P20

KOHCTPYKLMS KomnakTHasi KOHCTpyKLuS
rmybuHa 127 mm

BbicOTa 147 mm

wmpuHa 35 mm

Macca HeTTo 3899

BUA KpenneHui

e 35 MM, MoHTax Ha DIN-peiky Ha
® MOHTaX Ha npodunbHON WnHe ans S7-300 Ha
® MOHTaX Ha npocpunbHoN WwWnHe ana S7-1500 Ma
® HACTEHHbI MOHTaX Ha

XapaKTepUCTUKK, (DYHKLIUU, KOMNOHEHTbI usaenus / odwmmn

DYHKUMS n3genus
o knveHT DynDNS Ha
® KIMEeHT no-ip.com

[a
dyHKUMM n3penus / ynpasneHue, KOHOUrypupoBaHue, NPOEKTUPOBaHue

PyHKUMS n3genms

o CLI Ha
o Be6-ynpaeneHe Ha
e nogaepxka MIB [a
o TRAPS no anekTpoHHol noyte a
npoToKon / noaaepxuBaeTcs
e Telnet fa
e HTTP Oa
e HTTPS Ha
cnocob NpoeKkTpoBaHus Be6-meHemKMeHT

cbyHKUMKM nsgenus / amarHocTuka

npoTokon / nogaepxveBaeTcs

e SNMP v1 Ha
o SNMP v2 Ha
e SNMP v2¢ Oa
o SNMP v3 Ha
DyHKUMS n3genvs
® CTaTUCTUKa pa3mMepoB NakeToB Het
® CTaTMUCTUKa TUMOB NakeToB Het
e cTaTuCTMKa OLNBOK Het
e SysLog Oa
® XypHan dpunbTpauum nakeTos Oa

dyHkuumn nspenus / DHCP
yHKUMS n3genvs
o knneHT DHCP [a
e cepBep DHCP - BHyTpeHHss ceTb Ma

hyHKUMM n3genus | maplupyTusaums

hyHKUMS MapLUpyTU3aTopa

o NAT (IP Masquerading) Ha
® nepeajgpecaLusi NopToB Ha
o NAT-Traversal Ha
e 1:1 NAT Ha
e bydepHas namsATe DNS Ma
NpUrogHocTb k npuMmeHenuto / Virtual Private Network [a
ucnonHeHve 6paHamayapa MHcnekums nakeToB € XxpaHeHeM COCTOSIHMSE
YHKUMS M3aenus
e 3aluMTa naponemM Oa
e hunbTp NakeToB Ha
® OrpaHVMYUTENb LUIMPOKOBELLATENBHOI/ MHOroaapecHomn/ Het

0[HOaZpecHo nepeaayn
pyHKUMS n3genms
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e GNOKMPOBKA LLUIMPOKOBELLATENbHON Nepeaayn
e npu coegnHeHun VPN
4MCINO BO3MOXHbIX coeauHeHun / npu coegnHeHnmn VPN

BUf, KOHTPOSIS MOAMUHHOCTY / B BUPTYaribHOW YacTHO ceTu /
PSK

npoToKon / noaaepxuBaeTcs
® TyHHenb IPsec u pexum nepegayn

OnuHa koaa
e 1/ npu IPsec AES / B BUpTyanbHoii YacTHON ceTu
e 2/ npu IPsec AES / B BUpTyanbHOM 4acTHON ceTn
e 3/ npu IPsec AES / B BUpTyarnbHO YacTHON ceTn
e npu IPsec 3DES / B BUpTyanbHOM YacTHOW ceTu

BuAa npotokona Internet Key Exchange / B BupTyansHon
YacTHOW ceTn

o pexum Main Mode
® ObICTPbIN PEXUM

cnocob KOHTPONst NOAMUHHOCTM NakeTa / B BUPTyanbHOM
YacTHOM ceTn

npocounb IETF / B BUpTYyansHon YacTHom cetun / ceptudpukat
X.509v3

Het

IPsec, OpenVPN (B kayecTBe KnuneHTa)
20

Ha

Oa

128 bit
192 bit
256 bit
168 bit

Oa
[a
MD5, SHA-1, SHA-256, SHA-384, SHA-512

[a

cyHKUUKN nspenus / Bpems
npoToKon / noaaepxuBaeTcs
o NTP
e SNTP

Oa
Oa

HOPMbI, cneuundmKaLmm, 4ONyCKu
cepTudmKaT COOTBETCTBUSA

e fonyck CCC

Oa

pononHuTenbHasa uHdopmauus / Be6-cCbinku
VHTEepHEeT-CCbinka
e Ha BeG-caliT: NPOMbILLNEHHAs CBSA3b
e Ha Beb-cant: Industry Mall
e Ha Beb-canT: Information and Download Center

® Kk Be6G-caiTy: NoMoLLb Npy BbIGOPE NPOBOAOB U LUTEKEPOB

e Ha BeO-canT: 6asa AaHHbIX U3006paxeHuin
e Ha BeG-canT: MeHempkep ckadmBaHns CAX
e Ha BeG-canT: Industry Online Support

http://www.siemens.com/simatic-net
https://mall.industry.siemens.com
http://www.siemens.com/industry/infocenter
http://www.siemens.com/snst
http://automation.siemens.com/bildd
http://www.siemens.com/cax
http://support.automation.siemens.com

cBefeHusi o 6e3onacHocTu

UHbopMaLms o 6e3onacHoCTH

KomnaHus Siemens npegnaraeT NpoayKLUMio 1 peLLUeHNs ¢ PyHKLUAMMN
npombIwneHHon 6esonacHocTy Industrial Security, o6ecneynBarommmn
HafexHyto 1 6e3onacHyto paboTy ycTaHOBOK, CUCTEM, 060PyA0OBaHUS,
ycTponcTB u/unu cetein. OHW NpeacTaBnaoT coboM BaXHbIE KOMMOHEHTI

B €VHOW KOHLENLUMU NPpOoMbILLNEHHON 6e3onacHocTu. MoaTomy npoayKums
1 pelleHns Siemens NOCTOSHHO COBEpLUEHCTBYOTCSA. KoMmnaHus Siemens
pekoMeHAYeT perynsipHo y3HaBaTb 06 0GHOBMEHUsX Npodykumm. Ons
obecneyeHuns HagexHon 1 6esonacHov paboTbl NPOAYKLMN U PELLIEHWNIA
Siemens pekoMeHOyeTCsi IPUHUMAaTL COOTBETCTBYIOLLUME Mepbl 3aLUUThbI
(Hanpumep, KOHLENLUUSt CErMEHTHON 3aLLUMThI) U MHTErpUPOBaTh KaXAablii
KOMMOHEHT B €AMHYI0 KOHLIEMLMIO MPOMbILLTIEeHHO B6e3onacHocTy,
COOTBETCTBYIOLLYIO MOCHEAHEMY YPOBHIO Pa3BUTUSI TEXHUKU. [pu aTOM
criepyeT obpallatb BHUMaHWE Ha Ucrnonb3yemoe obopyaoBaHue Apyrnx
npoussoauTenei. JononHUTENbHYI0 MHPOPMaLMIO O NPOMbILLIEHHOW
6€e30MacHOCTM MOXHO MOMYYNTL MO CChINKe
http://www.siemens.com/industrialsecurity. YTo6bl NOCTOSHHO Nonyyatb
nHopmaLmio 06 06HOBMEHNSAX HALLEN NPOAYKLMA, MOAMULLNTECH HA PACChINKY
NS KOHKPETHOTO TVNa NPOAYKLUMK. [JONONHUTENbHY0 MHPOPMAaLMIO MOXHO
nony4utb No ccbinke http://support.automation.siemens.com. (V3.4)
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