SIEMENS

JlncT Tex. faHHbIX

6GK5876-4AA00-2DA2

SCALANCE M876-4 LTE (4G) NAM; for wireless IP communication from Ethernet-
based automation devices via LTE (4G) mobile radio, optimized for usage in North
America, VPN, Firewall, NAT; 4-port switch; 2x SMA antennas, MIMO Technology;
1x digital input, 1x digital output; observe national approvals.

CKOpPOCTb nepepayu

CKOpOCTb Nepeaaqn
CKOPOCTb nepeaayn

e npu nepegayve GPRS / npy HUcxoasiem kaHane cBasm /
Makc.

e npy nepegadve GPRS / npu BocxoasLem kaHane cBsiau /
Makc.

e npu nepegayve eGPRS / npu HUCxoasiLLem kaHane cBs3n /
Makc.

e npy nepegadve eGPRS / npu Bocxoasiuem kaHane cssasu /
Makc.

e npu nepegave UMTS / npu HUCxoasiLLem kaHane cBasu /
Makc.

e npy nepegave UMTS / npu BocxoasLlemM kaHane cBsiau /
Makc.

e npu nepepave LTE / npu HUCxoasLLEeM KaHane cBasun /
Makc.

e npu nepegave LTE / npu Bocxoasiuem kaHane casau /
Makc.

10 Mbit/s, 100 Mbit/s

85,6 kbit/s

85,6 kbit/s

236,8 kbit/s

236,8 kbit/s

14,4 Mbit/s

5,76 Mbit/s

100 Mbit/s

50 Mbit/s

YUCIIO NEKTPUYECKUX COEANHEHUI
® 11151 BHYyTPEHHeW ceTun
® 19 BHELLHEN CeTn
YMCIIO BNEKTPUYECKNX COeANHEHUNI
® 119 UICTOYHMKA NUTaHNA
MCMOJTHEHWE 3NIEKTPUYECKOrO COeANHEHNS
® 1151 BHYTPEHHEN ceTn
® [Nt HAPYXXHbIX aHTEeHH

® 1115 UCTOYHUKa NMNTaHnsA

MopT RJ45 (10/100 M6ut/c, BuTasa napa, dyHkumns Auto-Crossover)
AHTeHHoe rHe3fo SMA (50 Owm)

KnemmHuk

nogknio4veHne kK WAN

BuA ceTn GecnpoBoHON CBA3N / nogaepxuBaeTcs
BUA MOBUIbHOM CBA3M / noaaepXuBaeTcst
paboyas yactota / npu nepegave GSM

pabouast yactota / npu nepegave UMTS

paboyasi yactota / npu nepegave LTE

HanpsiXeHMe NUTaHUs, NOTpeonsieMbIA TOK, MOLLHOCTb NOTEPb

LTE, UMTS, GSM

nakeTHas paguocssidb obLiero nonb3oBaHus (GPRS), eGPRS, HSPA+
850 MI'y, 900 MI'w, 1800 MI'w, 1900 MIy,

850 MI'y, AWS-1 (1700/2100) MI'w, 1900 Ml

700 Mry, 850 My, AWS-1 (1700/2100) MI'w, 1900 MIy

HanpspkeHne NUTaHus / HOM. 3Ha4YeHne 24V

HanpspkeHne NUTaHus / pacyeTHoe 3HadYeHne 10,8 ... 28,8

TUN HanNPsHKEHWs / HANPSHKEHWS MUTaHWsI MocT. TOK

noTpebnsembii Tok

® Mpy NOCTOSIHHOM ToKe / Npy 24 B / TUNWYHBIN 0,33A

MOLLHOCTb noTtepb \[BT]
6GK58764AA002DA2 .
1/3 18.08.2023 © Copyright Siemens


https://www.automation.siemens.com/bilddb/index.aspx?objKey=P_IK10_XX_02120

® MaKc.
OKpyKatoluue ycroBus
oKpy>KatoLas TeMneparypa
® rpy aKcrnyaraumm
® MpU XpaHeHWn

OTHOCUTeNbHas atmMocdepHas BnaxHocTb / npu 25 °C / npu
aKcnnyaTauum / Makc.

cTeneHb 3awuTsl IP

8 W

-20...+70°C
-40 ... +85 °C
95 %

1P20

KOHCTPYKUMS, pasmepbl U Macca

KOHCTPYKLMS
rmybuHa
BbICOTa
LnpuHa
macca HeTTo
BUA KpEenneHuin
e 35 MM, MoHTax Ha DIN-peiky
® MOHTaX Ha npocunbHom WwrHe ansa S7-300
® MOHTaX Ha npocpunbHoN WnHe ana S7-1500

® HACTEHHbIN MOHTaX

XapaKkTepUCTUKU, hyHKLUN, KOMMOHEHTbI n3genus / oowmmn

DYHKUMS n3genus
o knneHT DynDNS
® KIMEeHT no-ip.com

KomnakTHasi KOHCTpyKLMA
127 mm

147 mm

35 mm

389¢g

[a
Ha
[a
Oa

Oa
[a

yHKUMM u3penus / ynpaBneHue, KOH(OUrypupoBaHue, NPOEKTUPOBaHWe

YHKUMS M3aenus

o CLI

e Beb-ynpaBneHve

e nogaepxka MIB

o TRAPS M0 areKTpoHHO noyte
npoToKon / noaaepxuBaeTcs

e Telnet

e HTTP

e HTTPS
cnocob NpoeKTUpoBaHus

Oa
Oa
[a
Oa

Oa
Oa
Oa

Beb6-meHemxMeHT

chbyHKUMKM nsgenus / amarHocTuka
npoTokon / nogaepxvBaeTcs
o SNMP v1
o SNMP v2
e SNMP v2c
o SNMP v3
yHKUMS n3genvs
® CTaTWCTUKa pa3mMepoB NakeToB
® CTaTMUCTUKa TUMOB NakeToB
® CTaTMCTUKa OLUIMGOK
e SysLog
® XypHan unbTpaLmm nakeToB

Oa
Oa
Oa

Het
Het
Het
Ha
Oa

dyHKumm nsgenusa / DHCP
yHKUMS n3genvs
o knneHT DHCP
e cepBep DHCP - BHyTpeHHss ceTb
dyHKUMKN n3genus | MapLIpyTU3aLms

[a

YHKLMSI MapLUpyTu3aTopa
e NAT (IP Masquerading)
® nepeajgpecauusi NopToB
o NAT-Traversal
e 1:1 NAT
e bydepHas namsaTe DNS
cyHKuMmn nsgenun / 6esonacHocTb

Oa
[a
Oa
[a
Oa

npurogHocTb K npumeHenwnto / Virtual Private Network
ucrnonHeHve 6paHamayapa

Oa

MHcnekumst nakeToB ¢ XpaHeHnemM COoCTOAHUA
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yHKUMS n3genus
e 3alMTa naponem
e hunbTp NakeToB

® OrpaHuMyYMTENb LIMPOKOBELLATENBbHON/ MHOroaapecHomn/
ofHOaApecHON nepegayn

yHKUMS n3genus
e GIIOKMPOBKA LUMPOKOBELLLATENbBHOW Nepeaayn
e npu coeguHeHun VPN
4YNCNO BO3MOXHbIX COeAnHEHUI / npu coeanHeHnn VPN

BWA KOHTPOMSA NOASNIMHHOCTY / B BUPTYyanbHOW YacTHoOW ceTn /
PSK

npoToKon / noaaepxusaeTcs
e TyHHernb IPsec n pexum nepegayn

AnuHa Koaa
e 1/ npu IPsec AES / B BUpTyanbHOW 4acTHON ceTn
e 2/ npu IPsec AES / B BUpTyanbHO YacTHOW ceTu
e 3/ npu IPsec AES / B BUpTyanbHoii YacTHON ceTn
e npu IPsec 3DES / B BUpTyanbHOM YacTHOW ceTu

BuA npotokona Internet Key Exchange / B BupTyansHom
YacTHOW ceTun

e pexxum Main Mode
® ObICTPbIN PeXnM

cnocob KOHTPONS NOAMMHHOCTM NakeTa / B BUPTyarnbHOM
YacTHOW ceTn

npodunb IETF / B BUpTyansHomn YacTHom cetun / ceptudukat
X.509v3

Het

IPsec, OpenVPN (B kayecTBe KnneHTa)
20

Oa

Oa

128 bit
192 bit
256 bit
168 bit

Oa
Oa
MD5, SHA-1, SHA-256, SHA-384, SHA-512

[a

dyHKUUKN nspenus / Bpems
npoToKon / noaaepxuBaeTcs
o NTP
e SNTP

HOPMBI, cneuundmkaumm, AONyCcKu
cTaHgapT
e nns OMC
cepTudumKaT COOTBETCTBUS
e fonyck CCC

FCC CFR 47, Part 15, Subpart B

Oa

pononHuTenbHas uHdopmauus / Be6-ccbinku
VNHTEPHET-CCbINKa
e Ha BeG-caliT: NPOMbILLNEHHAs CBSA3b
e Ha Beb-cant: Industry Mall
e Ha Beb-canT: Information and Download Center
e k Be6-caliTy: noMoLLb Npu BeiGope NPOBOAOB U LUTEKEPOB
® Ha BeO-canT: 6asa AaHHbIX U300paxeHun
e Ha Beb-canT: MmeHedxep ckauvBaHus CAx

e Ha Beb-canT: Industry Online Support

http://www.siemens.com/simatic-net
https://mall.industry.siemens.com
http://www.siemens.com/industry/infocenter
http://www.siemens.com/snst
http://automation.siemens.com/bilddb

http://www.siemens.com/cax
https: rt.industry.siemens.com

cBefeHusi o 6e3onacHocTU

nHdopMaums o 6esonacHocTn

KomnaHusi Siemens npegnaraeT NPoAyKLUMIO U PELLEHNS C (PYHKLMAMMN
npombIwneHHon 6esonacHocTy Industrial Security, obecneunBatowmmmn
HagexHyto 1 6e3onacHyto paboTy ycTaHOBOK, CUCTEM, 060pyA0oBaHUS,
ycTponcTs u/unu ceten. OHW NnpeacTaBnstoT cobo BaXHbIE KOMMOHEHTI

B €VHON KOHLIeNUMM NpoMblLLeHHo 6e3onacHocTy. [03aToMy NPoAyKLMsI
1 pelleHns Siemens NOCTOSHHO COoBepLUEHCTBYOTCSA. KoMmnaHus Siemens
pekoMeHAYeT perynsipHo y3HaBaTb 06 0GHOBMEHUsX Npodykummn. Ons
obecneyeHus HagexxHon 1 6eaonacHon paboTbl NPOAYKLUUN U PeLLUEHWI
Siemens pekoMeHAyeTCsi IPUHUMATL COOTBETCTBYIOLLUME Mepbl 3aLUUThbI
(Hanpvmep, KOHLENLUUSt CErMEHTHON 3aLLUMThI) U MHTErpUpOBaTh KaXAablii
KOMMOHEHT B €AVHYI0 KOHLIEMLMIO MPOMbILLIIeHHO B6e3onacHocTy,
COOTBETCTBYIOLLYIO MOCIEAHEMY YPOBHIO Pa3BUTUSI TEXHUKU. [py aTOM
criepyeT obpallatb BHUMaHKE Ha ucnonb3yemoe obopyaoBaHue Apyrnx
npoussoauTenei. JononHUTENbHYI0 MHPOPMaLMIO O NPOMbILLIEHHOW
6€30MacHOCTV MOXHO MOMYYUTb MO CChINKe
http://www.siemens.com/industrialsecurity. YTo6bl NocTossHHO Nony4aTb
MHOpMaLMio 06 0OBGHOBNEHNAX HALLEV NPOAYKLMMW, NOAMULLUTECH HA PaCChINKY
OIS KOHKPETHOrO TUNa NPOAYKLUMM. [JONOMHUTENBHYO MHOPMAaLIMIO MOXHO
nony4utb no ccbinke http://support.automation.siemens.com. (V3.4)
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